AUDIT ASSESSMENT

AT MediAid

Scope

The reason for the Scoping Statement is to report and characterize the
audit scope by building up critical audit inquiries to address, distinguishing
potential sources of confirmation, and adding to an assessment audit
plan. This procedure is proposed to keep the focusing so as to plan a
procedure to base on what we are going to do, why we are going to do it,
and how we are going to do it. If done legitimately, the perusing work will
offer the group some assistance with focusing its risk appraisal work
around the speculative degree, strategy, and destinations of the audit. A
meeting will be held to survey and favor the Audit Background and
Scoping Statement Memorandum.

Goals and objectives

1. The goals of the audit are to recognize the threats confronting the
system or contract under audit; distinguish the controls or methodology
the City has set up to anticipate, dispense with or minimize the threats.

2. To recognize the threats confronting the project or contract under
audit; distinguish the controls or strategies the City has set up to
anticipate, dispose of or minimize the threats. To decide the likelihood
that resistance and misuse, which is exclusively or in the total material,
could happen and not be avoided or distinguished in an auspicious
way by the inward controls set up; survey the inner control structure as
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per SAS bb.

The frequency of the audit will depend totally on the information gave and
the normal degree. Term of the audit: If all branches are covered, the span
may be longer.

Identity the critical requirements of the
audit for your chosen Hospital and explain
why you consider them to be critical
requirements.

STANDARDS RELATING TO AUDITS INVOLVING
INFORMATION SYSTEMS

When an information system is the vital and vital piece of the operations
being evaluated, the audit ought to incorporate a proper analysis of the
system to give sensible affirmation that the information created by the
system is legitimate and solid (pertinent, exact, and finish, in light of its
expected use). In particular, GAO's Government Auditing Standards
expresses that "examiners ought to acquire adequate, equipped and
proper evidence that computer managed information is legitimate and
dependable when that information are critical to the auditors' discoveries."
The Government Auditing Standards goes ahead to express that "when
the dependability of a PC based system is the essential goal of the audit,
the auditors ought to lead a survey of the system's general and application
controls." Furthermore, in its Appendix Ill, Accounting System Standards,
Chapter 4, Accounting System Development and Modification, of Title 2,
GAO expresses that Hospitals of Auditors-General (OlGs) are a vital
element adding to effective accountable and financial management
system improvement and change endeavors. GAO shows that while
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typically not an individual from the venture group, auditor contribution is
required in auditing and assessing these advancement and alteration
endeavors.

CobiT - CONTROL OBJECTIVES FOR INFORMATION AND
RELATED TECHNOLOGY

Keeping in mind the end goal to encourage this survey of information
systems, ISACA as of late issued CobiT. It was produced as an appropriate
and acknowledged universal standard for good practices for IT controls.
CobiT depends on ISACA's current Control Objectives, improved with
existing and rising universal specialized, proficient, administrative, and
industry-particular benchmarks. It was composed for three particular
groups of people - management, clients, and auditors. By utilizing this
archive, management will have the capacity to survey the association's
information systems to settle on IT venture choices, equalization threats,
and controls, and benchmark its current and future IT situations. Clients
will have the capacity to get confirmation on the security and control of
items they obtain. Finally, auditors will have the ability to substantiate
inside control conclusions and recognize required least controls for
management.

Choose privacy laws that apply to the
Hospital, and suggest who is responsible
for privacy within the Hospital.

The HIPAA security standard set up a gauge for securing health
information. The Health Information Technology for Economic and Clinical
Health (HITECH) Act in the American Recovery and Reinvestment Act
(ARRA) gives the most noteworthy change to the social insurance
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protection and security environment since the first HIPAA protection and
security rules. The HITECH Act grows the HIPAA security standard
prerequisites to incorporate business partners and their operators and
subcontractors. The regulations incorporate upgraded criminal and
common punishments and more stringent rupture warning prerequisites.
There is adaptability for secured substances to pick efforts to establish
safety as per their threats and operational needs. The requirement for risk
analysis and risk management is essential steps all associations must
take. Also, the stage 1 significant use measures states, "Lead or audit a
security risk analysis for every 45 CFR 164.308 (a) (1) and execute security
redesigns as essential and right distinguished security insufficiencies as a
major aspect of its risk management prepare." The requirement for risk
assessment and risk management will keep on expanding and are the
establishment of any information security program.

Electronic health records offer the potential for holding and transferring
health information about people overall consideration settings and all
through their lifetimes using longitudinal records. With legitimate outline
and checking, electronic health records can offer controls that give more
prominent shields to secured information than paper-based patient
records managed previously. These protections incorporate the capacity
to know who has seen, adjusted, or got to a particular record. Regardless
of giving the possibility to more prominent security, there are likewise new
threats to the information. If a rupture of information happens, the quantity
of people influenced could be much more prominent in an electronic world
than in a paper-based one. The loss of immense measures of information
put away inside of a system can be immoderate to an association in the
case of a rupture. What's more, the many-sided quality of security controls
and the modernity of security threats do to this troublesome activity.
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Develop a plan for assessing IT security for
your chosen Hospital by conducting the
following

The appraisal of the information system's security components will extend
from a progression of formal tests to a vulnerable output of the information
system. The following sorts of test plans and results were required, and
the outcomes/suggestions from this test will be abridged in the Security
Assessment Report. The confirmation of system controls was expert by
method for:

e Technical testing (programming/equipment)
e Technical computerized devices (scripting)
e Physical evaluations and assessment

e Documentation and procedural audits

Risk management

Risk management for MediAid is the procedure that information system
directors apply to adjust the operational and monetary expenses of
defensive measures for their information and information systems with the
increases in capacities and enhanced backing of hierarchical mission that
outcome from the utilization of productive insurance techniques. As a
feature of the risk management process, associations select and apply
security controls to their information and information systems. The
security controls are evaluated and checked to guarantee proceeded with
proficiency and adequacy.

Threat Analysis and Vulnerability Analysis

To start with, distinguish threats that could misuse system vulnerabilities.
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Allude to the CMS Threat Identification Resource for conceivable
ecological, physical, human, regular, and specialized threats. Utilizing the
yield of undertaking 1.2, consider the system's associations, conditions
with different systems, acquired threats and controls, threats from
programming blames and staff blunders and vindictive purpose, and such
variables as nearness to the Internet, off record base authorizations,
threats from support methodology and work force changes.

Next, consider the potential vulnerabilities connected with every risk, to
create a couple. A weakness can be connected with one or more threats.
Gather info from past risk appraisals, audits, insufficiency system reports,
security advisories, checking instruments, security test outcomes,
advancement system testing, industry and government postings, for
example, sans.org, securityfocus.com, seller advisories, and the NIST
vulnerable information base at icat.nist.gov.

Risk evaluation analysis

Security risk evaluation is an on-going procedure of finding, adjusting and
counteracting security issues. The risk appraisal is a fundamental piece of
a risk administration procedure intended to give suitable levels of security
to data frameworks. Data security risks appraisals are a piece of proper
security practices and are required by the Commonwealth Enterprise
Information Security Policy. Risk evaluations and related documentation
are additionally a basic piece of consistence with HIPAA security models.

This risk evaluation system depends on the CMS Information Security RA
Methodology, created by the government Department of Health and
Human Services, Centers for Medicare and Medicaid Services (CMS). It is
exhibited in three stages, this are framework Documentation Phase, risk
Determination Phase and shield Determination Phase.
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The risk evaluation report abridges the framework building design and
parts, and its general level of security, incorporates a rundown of risks and
vulnerabilities, the framework's present security controls, and its risk
levels, suggests safeguards, and portrays the normal risk levels that would
remain if these shields were set up; indicates where an association needs
to think its medicinal work; can be utilized as information to the agency's
business congruity arrangement; and finally presents these findings to
administration.

Explain how to obtain information,
documentation, and resources for the
audit.

When an entrance meeting has been held, the in-control auditor acquires
and surveys applicable information identified with the audit demand. This
may incorporate getting information on the auditee's primary goal,
objectives and destinations, authoritative structure, strategies and
methods, forms, assets, yields, and results. The auditor will likely
comprehend the project to be examined and to finish the audit
destinations. To fulfill these errands, examiners ought to embrace a
preparatory audit plan to do the accompanying:

e Audit any determination, board and Independent Budget Analyst
reports, confirmation, and other germane records, for example,
council listening to notes and reports identifying with the audit
subject;

e Audit the City Charter, laws, contracts, gift understandings, program
memoranda, yearly reports, late spending plan demands,
affirmation, internal reports, strategy and system manuals, and
hierarchical graphs identifying with the audit subject;
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e Audit important writing, including distinguishing criteria and related
audits directed by other local government auditors;

e Interview Hospital staff;

o Audit Hospital records and key reminders and reports identified with
the audit;

e Observe and report Hospital exercises identified with the audit;

e Audit the consequences of past audits and validation engagements
that specifically identify with the present audit targets.

Preparatory information about Hospital operations is assembled
conveniently and ought to apply to the audit theme. The key goal is to see
totally and skillfully the key issues of the system or substance being
audited. In the wake of getting and checking on the significant foundation,
information has been, the examiner ought to compose an Audit
Background and Scoping Statement Memorandum that outlines key audit
subject information and audit scope. The notice is a work paper synopsis
that is surveyed by the Audit Manager and City Auditor.

Analyze how each of the seven (7) domains
aligns within your chosen organization.

CobiT distinguishes domains with 32 IT forms that shape the System from
5 to 25 detailed Control Objectives. The principal domain, arranging and
association covers technique and strategies and concerns the
recognizable proof of the way IT can best add to the accomplishment of
business targets. It underscores that an appropriate association, and, also,
innovative base, must be set up. The second domain, obtaining and
execution, perceives that to wunderstand the [T methodology, IT
arrangements should be distinguished, created, or gained and also
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actualized and incorporated into the business process. It likewise delivers
changes to and upkeep of existing systems. The third domain,
conveyance, and backing, is worried about the real transfer of required
services, which go from customary operations over security and
progression viewpoints to preparing. This domain additionally
incorporates the genuine preparing of information by application systems.
The last domain, checking, perceives that all IT procedures should be
consistently surveyed after some time for their quality and consistence
with control necessities.

Notwithstanding the areas, procedures, and control goals that are utilized
by management, clients, and examiners, CobiT gives a point by point Audit
Guidelines to auditors to follow in performing information systems audits -
in this way, meeting their information systems evaluating necessities!
Along these lines, the Audit Guidelines give a reciprocal apparatus to
empower the simple use of the System and Control Objectives inside of
audit exercises. CobiT states that the destinations of evaluating are to: (1)
give management sensible affirmation that control goals are being met;
(2) where there are critical control shortcomings, to substantiate the
subsequent threats; and (3) exhortation management on restorative
activities required (ones required at any rate, and ones that are expense
gainful). CobiT goes ahead to express that information systems are
examined by (1) acquiring a comprehension of business necessities
related threats, and applicable control measures; (2) assessing the
fittingness of expressed controls; (3) surveying consistence by testing
whether the expressed controls are filling in as endorsed, reliably and
consistently; and (4) substantiating the risk of control goals not using so as
to be met explanatory procedures and/or consulting alternative sources.
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Recommendations

Finding/Recommendation 1: From a technology point of view, one of
the biggest zones of IT risk is the quantity of diverse IT security risk relief
apparatuses and procedures sent to the server farms. The quantity of
variations nearly relates to the quantity of geologically scattered server
firms, in that most have functioned autonomously before. Albeit each is
liable to be satisfactory when seen in peculiarity, the duplication in bolster
exertion is counterproductive to the organization's overall cost
management targets, and the varieties of instruments and procedures
welcome MediAid's clients and auditors to be confounded when they get
assorted bits of knowledge from discrete portions. A few ranges are at
present being assessed for unified management, or possibly central
management, including risk evaluation strategy, defenselessness
management, interruption location, entrance testing, encryption
measures, and logging principles. A more formalized Security Council,
included enabled delegates from every business fragment, ought to be
shaped to near deal with these activities and to cultivate coordinated
effort and consistency over the investment.

Finding/Recommendation 2: MediAid's center framework keeps on
being vigorously divided into disengaged portions. In spite of the fact that
this circumstance is reasonable given the pace of late acquisitions, it is
basic that MediAid pushes ahead with its expressed alignments to
actualize endorsed investment framework activities. These activities will
alleviate numerous operational and security risks natural to the presence
of divergent systems and creation handling areas and will empower
upgraded intra-organization correspondences and item combination.
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